Assignment  #1
Introduction to Network Security
_______________________________________________________________________________
[bookmark: _GoBack]In this assignment, you will learn how to use common network security tools like Wireshark and nmap to explore network configurations and activities by scanning networks and sniﬃng packets oﬀ the local network.
1. Recommended Readings 

You should read the book chapters listed and refer to the manuals below:
1.	Secrets of Network Cartography,  http://www.networkuptime.com/nmap/, ch. 1-2. 
2.	Nmap Reference Guide,  http://nmap.org/book/man.html. 
3.	Wireshark User’s Guide,  https://www.wireshark.org/docs/. 
2. Resources Required 

You will need the following data and tools to do this assignment:
1.	Kali Linux virtual machine, downloaded from https://www.kali.org/downloads/
2.	Ubuntu Linux virtual machine, downloaded from  http://www.osboxes.org/ubuntu/
3.	nmap port scanner, provided on Kali Linux. 
4.	Wireshark packet sniifer, provided on Kali Linux. 
N.B. It’s part of the project to figure out a way to set up the Ubuntu and Kali Linux VMs using NAT configuration on your host. 
3. Packet Sniﬃng with Wireshark 

The best way to understand any communication over a network is to watch the packets transferred during the communication. A packet sniﬀer is a tool for performing that task. As the name suggests, a packet sniﬀer watches the packets being sent or received by your computer. It does so by creating copies of the packets as the network interface card receives them. Your network applications still receive the packets as they normally would, so the packet sniﬀer does not interfere with normal system operations. However, binary packet data is mostly opaque and diﬃcult for humans to read. To solve that problem, we use a protocol analyzer, a tool that decodes the binary packet data into a humanly readable format.
In this section, we will use Wireshark, which calls the dumpcap tool to sniﬀ packets, then provides protocol analysis via a graphical user interface. There is a command line version of Wireshark called tshark that provides the same capabilities in a text interface, which is necessary when performing analysis on a server without a GUI or when performing live packet analysis on a high throughput network connection, where the GUI cannot keep up with network throughput. Begin by starting the graphical interface:
	# startx



Continue by opening a terminal window and starting Wireshark: 
	# wireshark &


Wireshark will bring up two warnings as it starts. It is OK to accept both.
Select Interfaces from the Capture menu to bring up a dialog box that will enable selection of a network interface for packet sniﬃng. Select the Ethernet interface, which is usually named eth0. Click on Start to begin capturing packets. Capture packets for two minutes before selecting Stop from the Capture menu to stop sniﬃng.
Problem 1: What protocols did you find in your captured packets? What destination IPv4 addresses did you find, and what are those addresses used for?
Start your Ubuntu VM, login, and lookup its IP address with the following command:
	# ifconfig eth0



On your Kali VM, start a ping command targeting the IP address of the Ubuntu VM.
	# ping Ubuntu_IP_ADDRESS



After the ping command has returned its first successful response, select Start from the Capture menu. This will bring up a dialog box asking if you wish to save captured packets. You do not, so select Continue without Saving to begin sniﬃng packets.
As Wireshark captures packets, the packets will include the desired ping packets along with the other types of packets seen previously. To capture only ping packets, you will need to use a capture filter. Select the Capture Filters item from the Capture menu. The Wireshark User’s Guide describes the syntax for capture filters and provides examples.
Problem 2: What capture filter will capture only ping packets from your Kali VM to your Ubuntu VM? Repeat the capturing exercise above with a web connection instead of a ping connection. What capture filter will capture only web packets from your Kali VM to your Ubuntu VM?
4. Network Scanning 

Knowing which hosts are services are available on a network is essential for network security and often very useful when developing software that interfaces with diﬀerent components on a network. There are a variety of tools which can create maps of networks, of which nmap is one of the most powerful and widely used. Nmap is an open source network mapper that can not only discover hosts and services but also identifies what operating systems is used on those hosts and which server software is providing those services.
First, we will determine which hosts are up and running on the local network of our Kali Linux VMs. First, we will need to identify the network address and CIDR prefix that define our local network. We can find this information from the ifconfig command, with the network address being the IP address with the last octet replaced by a zero. The CIDR prefix can be obtained by translating the netmask using online network/CIDR translation tables which can found easily by searching the web. The final command will look like nmap sn NETWORK_ADDRESS/CIDR_PREFIX.
		# ifconfig eth0
	
	

	eth0
	Link encap:Ethernet
	HWaddr 00:0d:88:21:d5:c7

	
	inet addr:10.2.3.18
	Bcast:10.2.3.255  Mask:255.255.255.0

	
	inet6 addr: fe80::20d:88ff:fe21:d5c7/64 Scope:Link

	
	UP BROADCAST RUNNING MULTICAST
	MTU:1500  Metric:1

	
	RX packets:8388120 errors:0 dropped:0 overruns:0 frame:0

	
	TX packets:6926397 errors:0 dropped:0 overruns:4 carrier:0

	
	collisions:0 txqueuelen:1000
	

	
	RX bytes:8628093136 (8.6 GB)
	TX bytes:2866531566 (2.8 GB)





 
Using the information from ifconfig above, we would run the following command and obtain output similar to what is shown below.
	# nmap  sn 10.2.3.0/24

Starting Nmap 6.46 ( http://nmap.org ) at 2014  11  22 07:38 EST

Nmap scan report for 10.2.3.1 Host is up (0.00098s latency).

MAC Address: 00:1D:71:F4:B0:01 (Cisco Systems) Nmap scan report for 10.2.3.202

Host is up (0.00013s latency).

MAC Address: 00:50:56:BE:01:EF (VMware) Nmap done: 256 IP addresses (2 hosts up)



Problem 3: Scan the local network of your Kali VM using the nmap -sn command as shown above. How many IP addresses were scanned? How many hosts were up on this network? List all manufacturers of network interfaces for those hosts, as revealed by the MAC address manufacturer information decoded by nmap.






[bookmark: page4]5. Port Scanning 

In addition to identifying which hosts exist on a network, nmap can identify which services are running on those hosts by scanning their TCP and UDP ports. To allow us to test nmap, the project provides a server, scanme.nmap.org, for us to scan. Let us start with a TCP port scan of this host.

	# nmap  sT scanme.nmap.org

	Starting
	Nmap 6.46
	( http://nmap.org ) at 2014  11  22 7:53 EST

	Nmap scan report for scanme.nmap.org (74.207.244.221)

	Host is up (0.089s
	latency).

	Not shown: 996 closed ports

	PORT
	STATE
	SERVICE

	22/tcp
	open
	ssh

	80/tcp
	open
	http

	1720/tcp
	filtered
	H.323/Q.931

	9929/tcp
	open
	nping echo



Nmap done: 1 IP address (1 host up) scanned in 4.20 seconds



Repeat the scan above from your Kali VM and verify that the same open ports are shown.

Given the appropriate option, nmap will explain the reasons for labeling each service as open, filtered, or closed.
	# nmap  sT --reason scanme.nmap.org

Starting Nmap 6.46 ( http://nmap.org ) at 2014  11  22 7:53 EST

Nmap scan report for scanme.nmap.org (74.207.244.221) Host is up, received conn refused (0.087s latency).

Not shown: 996 closed ports Reason: 996 conn refused

	PORT
	STATE
	SERVICE
	REASON

	22/tcp
	open
	ssh
	syn ack

	80/tcp
	open
	http
	syn ack

	1720/tcp
	filtered
	H.323/Q.931
	no response

	9929/tcp
	open
	nping echo
	syn ack



Nmap done: 1 IP address (1 host up) scanned in 3.02 seconds




To see the reasons for ourselves, start capturing packets with Wireshark, then port scan two ports with nmap, one that we know is open and one that we know is closed. Try multiple scanning options, one after the other, with a suﬃcient pause in between each scan so that you can distinguish which captured packets belong to which scan.

	· nmap  sT  p 22,23 --reason scanme.nmap.org 

· nmap  sS  p 22,23 --reason scanme.nmap.org 

· nmap  sX  p 22,23 --reason scanme.nmap.org 



Problem 4: Based on the captured packets from the scans above, answer the following questions. Each question must be answered in its own paragraph that is numbered with both the problem number and the question number in the format X.Y.

1.	What packets does nmap send with a -sT scan? 
2.	What packets are received for an open port? 
3.	What packets are received for a closed port? 
4.	How does the -sS scan diﬀer from the -ST scan in terms of which packets are sent and received? 
5.	How does the -sX scan diﬀer from the -ST scan in terms of which packets are sent and received?
6. Service Version and OS Identification 

Nmap can obtain much more information than just which ports are open. To obtain the full amount of information about a host, we can use the -A option. As this option can take some time to run, we will also use the -v option so that we can watch each step of the scan as it progresses.

	# nmap  v  A --reason scanme.nmap.org



Problem 5: Based on the output of the nmap -A scan, answer the following questions. Each question must be answered in its own paragraph that is numbered with both the problem number and the question number in the format X.Y.
1. Which server program and version provides the service on port 22? 
2. What is the RSA host key used by this service? 
3. Which server program and version provides the service on port 80? 
4. What is the title of the home page of this web server? 
5. Which server program provides the service on port 9929? 
6. Which operating system is running on the server? 


7. [bookmark: page6]Deliverables 

For this project, you need to turn in a report in PDF format named Projec1_lastname_firstname.pdf with your actual last name and first place used in place of the placeholders. Your report should be divided into clearly labeled sections for each problem. Each section should include the answer to the appropriate problem.




